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1. Description of the device

SPYLOCK is an electronic reusable locking system of latest generation, designed for specific application in
industry, transport and logistics and ideal solution to monitor moving of bags, cases, trolleys, etc.
Easy to install and use it needs minimum maintenance and can work autonomously for very long time.

The following picture shows the main components of the device:

NAVIGATION
BUTTON

BUTTON TO
LOCK/UNLOCK
THE CABLE

USB
CONNECTOR

Figure 1 - SPYLOCK overview
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1.1 SPYLOCK views

Figure 2 - SPYLOCK Top view

Figure 3 - SPYLOCK side view

Figure 4 - SPYLOCK rear view
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Figure 5 - SPYLOCK View of open cable

Figure 6 - SPYLOCK View of closed cable

Figure 7 - SPYLOCK View of connectors
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2. Notice
*  Keep carefully this User Guide for future use.
¢ Keep SPYLOCK far from children.
* Do not plunge the device into water or other liquids.

*  When opening the package, check the device integrity and specifically check that SPYLOCK is not
damaged because of improper transportation or handling.

¢ SPYLOCK is a maintenance-free device.

¢ SPYLOCK is power supplied by a rechargeable, Lithium long-life battery, which assures long
operation time.

e SPYLOCK cannot be opened by the user, to access internal electronics.

¢ Opening the device can lead to damage of the same, to alter the characteristics of the product and
void your warranty.

3. Accessories

When opening the package, check it include the following accessories:

e Pcsil SPYLOCK
e Pcsl USB memory stick with user guides, documentation, application software, drivers.
e Pcsl USB cable

Figure 8 - Unpacking SPYLOCK

SPYLOCK
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4. Device set up

* Put SPYLOCK in place;

 Pass the SPYLOCK cable inside container handle holes and insert its tail into the SPYLOCK

hole by keeping the locking button pushed;

SPYLOCK installation is easy and fast. Quick user guide for device set up :

* When the cable is in release the locking button to block the cable;

» Pull the cable up to check that it is properly closed. If the operation is done correctly, the device
display shows the message “CLOS” to acknowledge the proper locking (see picture below).

Figure 9 - Display of the message “device closed”

e The device in in operation and ready to log events.

5. Technical specifications

Material ABS
IP Protection IP65
Operative Temperature -20°C/+55°C

Storage Temperature

-20°C/+55°C

Size 131 x67 x35 mm
Wire standard lenght 110 mm
Wire diameter 2,5 mm

Wire material

Stainless steel

Weight

180 ¢g

Mechanical closure

Closing actuator coupling with spring
button

Display

Backlit White, 32 characters (2 x 16)

Communication interface

A

Battery

Rechargeable 1100 mAh 3,7V

Memory storage

1000 data record

Password protection

Software

Tamper security

Sensor to detect case opening

Manufactured Code

UID CODE

Management Code

Software Code

RFID

HF NFC Tag

SPYLOCK
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6. Device functions

The working principle of SPYLOCK is very simple: it acts as a logger of vents on the lock.
It can register if and when one or more of the following events take place:

» Cable open OPEN
» Cable closed CLOS
» Cable cut CuT
e Tamper when case open TAOP
e Tamper when case closed TACL
* Low battery LOW
» General Error ERR

Moreover the device gives information about the battery level, at any switch on of the device:
- Valore 100 Battery fully charged;
- Valore 0 Battery fully discharged.

When the battery level is below level 36%, the display show the additional information of LOW BATTERY.

In the LOW BATTERY mode the display backlight is deactivated.

When the battery level is below 20% SPYLOCK enters protection mode and automatically switches off.
Battery recharge is necessary to switch it on again.

Typical battery life is of 700 cycles, where each cycle is composed by the three events
opening/closure/push of the navigation button.

6.1 Description of the device functioning

SPYLOCK is an electronic device permanently idling in its stand-by status until one of the above mentioned
events occur.
When one of those event occur SPYLOCK starts operating with the following operations:
- The display lights showing the detected event
- The event is stored into the device memory (type of event and time stamp)
- It is possible to display at any time SPYLOCK battery level by pressing for 1 sec. the
navigation button. If the button is kept pushed the vent log is show step by step in a
descending time mode.

The device is supplied by an USB rechargeable battery (see section 10 SPYLOCK recharge).
When pushing the navigation button the display shows for 2 sec. the battery level:

Figure 10 - Battery level displayed

Immediately after the last stored event is displayed for 5 sec. and if no other event is activated, the display
switches off automatically.

SPYLOCK
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Figure 11 - Last event displayed

The message displays the following information:
» Serial identification number of the event (e.g. 0020)
» Event short description (e.g. CLOS = cable closed)
* Number associated to the vent and randomly generated by SPYLOCK (e.g. 701782)
e Eventdate (e.g. 16-07-15)
» Eventtime (e.g. 09:15)

If after displaying the last occurred even the navigation button is sequentially pushed, the display scrolls the
SPYLOCK stored events by descending time of registration.

Figure 12 - Display scroll 1 Figure 13 - Display scroll 2

Figure 14 - Display scroll 3 Figure 15 - Display scroll 4

SPYLOCK
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7. Spylock Management Software

"SPYLOCK MANAGEMENT Software” allows connecting PC to the device to modify its date and time, to modify
the security passwords, to display and download events log, to erase memory, to display firmware version and
eventually upgrade it.

When launching the program, the following main application window opens:

coMm Mg(’)\'é‘;”' O SECURITY PASSWORD READ/WRITE SW RELEASE
PARAMETERS

i SPYLOCK Managemem Software

CONNECTING - READ/PROGRAM

COMPORT : »|  comnger S ‘

SPYLOCK15 PROGRAMMER YER 7

PASSWORD DEBUG BOX
PASSWORD 1 | 1 4 Directary 'File Everts' is created
j Starting Prog
Agagiorno data e ora con quelle di sistema
PASSWORD 2 | \4 —
DATA-
10 Product ‘ 000000
DATE | 3 | J
(DDJMMYEAR)
DEBUG
HOUR
(HHAM) ' AREA
SET S¥STEM
DATE/TIME | "5 DEVICE IDENTIFICATION
UPDATE INFO
PASSWORD MANAGEMENT BOOTLOADER

MODIFY PASSYWORD 1
INSERT QLD PASSWORD 1 el

- EVYENTS

EXIT

MODIFY PASSYWORD 2-
IMSERT CLD PASSWIORD 2

ya

V4 /
CHANGE FIRMWARE DOWNLOAD OF
PASSWORD UPGRADE EVENTSLOG

TOOLBAR OF READ/WRITE
OPERATION PROGRESS ERASE MEMORY

Figure 16 - SPYLOCK MANAGEMENT Software user inter face

SPYLOCK
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NOTE: "SPYLOCK MANAGEMENT Software” is an application software able to work under the environment of
WINDOWS OS, 32 and 64 bit (Win XP, Win 7, Win Vista, Win8.1).

“CONNECTING” area:
COM PORT: shows the COM port number as assigned by Windows OS to which the SPYLOCK is to be
connected (see also Section 7.1. — Programming Mode).

“PASSWORD” area:

Manage passwords useful to set/manage SPYLOCK

PASSWORD 1: security password PSW1.: 000000 (n° 6 zeros).
PASSWORD 2: security password PSW?2: 000000 (n° 6 zeros).
(see also Section 7.2 - Password Management)

“READ/PROGRAM” area:

READ/PROGRAM DEVICE PARAMETERS

“READ” button: when pushed it retrieves current SPYLOCK settings.
“PROGRAM" button:  used to program new settings into the SPYLOCK.

“SW RELEASE” area:
It displays the release number of the "SPYLOCK MANAGEMENT Software”

“DATA” area: Information about the SPYLOCK device

ID Product: Numerical and univocal ID device code set by the manufacturer (6 digits)
ID: Numerical ID device code set by the user (6 digits)

DATE: Displays the date set on SPYLOCK

HOUR: Displays the time set on SPYLOCK

NUMBER EVENTS: Displays the number of events stored inside SPYLOCK memory

FW REVISION: Displays SPYLOCK firmware version

GET SYSTEM TIME button:  Update date and time on SPYLOCK

NOTE: date and time are updated by using PC settings, so please check that PC date and time are correct.

“DEBUG BOX” area:

DEBUG

Displays operation currently performed by SPYLOCK (log of messages exchange between SPYLOCK and the
management software).

“PASSWORD MANAGEMENT” area:
MODIFICA PASSWORD

Allows setting or change of security passwords.
(see also Section 7.2 - Password Management)

“BOOTLOADER” area:

UPGRADE FW

“BOOT” button: SPYLOCK exits from operational mode and enters into UPGRADE Firmware mode.

(see Section 8.0 - FW Upgrade)

NOTE: it is strongly recommended that this operation is performed by a highly qualified technical staff or with
the support of the device manufacturer.

TOOLBAR READ/WRITE PROGRESS

SPYLOCK
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Toolbar that display the progress of current SPYLOCK activity.
“ERASE MEMORY” area:

ERASE MEMORY
“ERASE” button: permanently erases all the events stored in SPYLOCK.

“EVENTS” area:

DOWNLOAD OF REGISTERED EVENTS

“DOWLOAD” button: enables the download of all teh registered events from the SPYLOCK to the PC.
NOTA: downloaded data are permanently removed from the SPYLOCK.

EXIT button:
Exits the program.

7.1 Programming Mode

This is the procedure to enter device programming mode:
1 Launch “SPYLOCK Management Software”

2  Check that the device is with open cable
NOTE: Only if the SPYLOCK cable is OPEN, the device can enter programming mode

3 Connect the USB cable between SPYLOCK and the PC (when the operation is properly done the
SPYLOCK display shows the message “Programming”).

Figure 17 - Display shows th e device entering Programming Mode

4  Check at which COM port the device has connected. For PC Windows®: right click of the mouse on
This PC 2Manage = Device Manager e aprire il menu Ports (COM & LPT) has shown in Figure 18 and
Figure 19. The device port can be easily identified as “Cypress USB UART (COM X)” where X is the
port number to be inserted into the Spylock Management Software window for connection.

SPYLOCK
LEGHORN Srl — 2015 Rights reserved Page 13 of 31 July 2015

SPYLOCK User Guide_ EN v1.0



SINCE 1978

LT o
Il AMPERING PREVER 11O

LI Gestione computer

=1 Fils

Azione Visualizza Finestra e it Jﬁlj 4

&= | E=| & =2 | o=
Q Gestione computer {locale) =l g‘ SERVER. ”~
& ﬁ Utilita di siskema - i Camputer =
: Visualizzatore Eventi =8 Controller audio, video e giochi
- L1 Cartelle condivise 3} Controller disco Floppy
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B@ Archiviazione +-E8 Jungo
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= Gestions disco | -i Periferiche di sistema

=] & Servizi e applicazioni =l
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a Windows XP based PC

Figure 18 — How to detect the connected COM port in

Azione \Visualizza 7

File

e 2@ 0 @@ = 2%

;Q;- Gestione computer (locale) 4 = AMM-GUEST Azioni
4 ]fj; Utilita dI‘SIEtEI’ﬂa 18 Computer e onesle o o
P @ Utilita di pianificazicne |+ -4y Controller audio, video & giochi Bk = :
Altre azioni »

1 i3] Visualizzatore eventi
I+ g Cartelle condivise
1+ i Utenti e gruppi locali
b (S Prestazioni
=4 Gestione dispositivi
4 B8 Archiviazione
(=% Gestione disco

» By Servizi e applicazioni

L@ Controller IDE ATA/ATAPL
- ﬁ Controller USB (Universal Serial Bus)

-+ ] CypressUsbConsoleWindowsDriver

M Dispositivi di sistema
B Dispositivi portatili
-85 Human Interface Device (HID)
ﬂ Mouse e altri dispositivi di puntamento
T3 Porte (COM e LPT)
757 USE Serial Port (COMS)
s B Processori
1»-%F Schede di rete
‘-. Schede video
1+ B Schermi
[+ Tastiere

Y

(a Unita disco
bl Units DVD/CD-ROM

Figure 19 - How to detect the connected COM portin  a Windows 7-8 based PC

Insert the right COM Port number into the software user interface, push the “CONNECT” button; when the COM port
communication is properly set the button status changes from “CONNECT” to “DISCONNECT".

If the COM port number is higher than 9 it is possible to insert the COM port number manually: for instance if the
detected COM port is the number 32, please digit into the relevant field COM32.

SPYLOCK
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& sPYLOCK Management Software

CONNECTING READ/PROGRAM
COMPORT COM4E - Disconnect OER AN ‘ P ‘ SPYLOCK15 PROGRAMMER VER 7
PASSWORD ~DEBUG BOX
PASSWORD 1 l— SEND Directory 'File Events' is created
Starting Prog
Aggiorno data e ora con quelle di sistema
PASSWORD 2 =L Premuto Pulsante Connect
Porta Disconnessa - = tento connessione
| Tty boopen pork
DATA Eg{tggh?l\oﬂkaperta corretbamente
Set COM Timeouts ok
1D Product oooooo pies 10
DATE 1 MUMBER. EVENTS \
(DDMMYEAR) ‘
HOUR l— ’— Fibt REVISION ’— Throygh the debuQ WII’!dOW It_ 1S
{HH{MM) possible to get additional information
T about the status of the COM port.
TIME Here it is the log information showing
| that the COM port is properly open and
PASSWORD MANAGEMENT ] that the device is connected.
MODIFY PASSWORD 1
INSERT OLD PASSWORD 1 Syl Q
MODIFY PASSWORD 2 ~ERASE MEMORY EVENTS
INSERT OLD PASSWORD 2 Syl il 1]
EXIT

Figure 20 — Log information about COM Port opening

7.2 Password management

SPYLOCK security is guaranteed by a two-level password.

Security Password no. 1 is requested to access the standard settings of the device and of its main functional
parameters. Security Password no. 2 is required for the management of advanced settings.

These passwords are stored inside the SPYLOCK Flash Memory.

Default:
Security password PSW1: 000000 (6 zeros)
Security password PSW?2: 000000 (6 zeros)

NOTE: In case you forgot the passwords, you need to contact the manufacturer back.

7.2.1 Security Password 1 and its functionality

To access “SPYLOCK Management Software “ it is necessary to insert Security Password 1 and push the
button SEND. Once inserted this password correctly, it will be possible, other than performing the parameters
reading, to set date and time by sybchronising them with the PC ones, change Security Password 1, download
registered events, etc.

SPYLOCK
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5 SPYLOCK Management Software

~CONNECTING - READ/PROGRAM
L Clcohgset I ‘ PROGRAM READ | SPYLOCK15 PROGRAMMER VER 7
- PASSWORD -DEBUG BOX

PASSWORD 1 D I Directory 'File Events'is created
Starting Prog

Aagiorna data & ara can quelle di sistema
PASSWORD 2 SEND I Premuto Pulsante Connect

Porta Distonriessa -3» tenta connessione
Try to apen port
Parta COM aperta correttamente
RALA Set COM ok,
Set COM Timeouts ok
ID Product 000000 b 000000 Cherkpassiaid

Data ta Program:000000
Dt inviati

Date 2015 MUMBEER EVENTS —] Ricewuitn OK
(DDIMMIYEARD

HOUR Fl REVISION
[HH[MM)

JGET SYSTEM
TIME

- PASSWORD MANAGEMENT BOOTLOADER
MODIFY PASSWORD 1
BOOT
INSERT OLD PASSWORD 1 SEMD |
MODIFY PASSWORD 2 ERASE MEMORY -~ EVENTS

INSERT OLD PASSWORD 2 I SEND ‘

ERASE

EXIT

DO MLOAD |

Figure 21 — Password 1 : example of inserting

7.2.2 Reading of parameters

Push the READ button to get the working device parameters. The toolbar will show the progress of this
operation.

et

: ‘I’LBCK Mﬂ.nagemanl Snﬂwarn
~CONNECTING - READ/JPROGRAM —

LR | condd =] piannect PROGRAM READ | SPYLOCK15 PROGRAMMER VER 7

- PASSWORD -DEBUG BOX
PASSWORD 1 |
Dato RY estrapolato:9)7 /15
Read Par:5

PASSWORD 2 SEND | Dati inwviati
Attende risposta: Par 5

R String:§5.17 2585

-DATA Dato RY estrapolata: 17,25
Read Par:D

ID Product ooonog jul nonoo7 Dati inwiati
Attende risposta: Par 12

R String:$0. 00124

DATE [ic] 07 i 2015 WUMBER EVENTS | go12 |
(DDJMMIYEAR) | Dato RY estrapolato:0012

|Read Par:Z

FoUR 17 5 Fif REVISION | Fy T | Dt it
(HH/MM TTHare ¥ — | Attends risposta: Par 13

| B String: 2. Firmware v1.32#F

GET SYSTEM | Data R estrapalsto:Frmware v1.32
TIME — 'Read OK

|
- PASSWORD MANAGEMENT ~BOOTLOADER
-MODIFY PASSWORD 1
BOOT
INSERT OLD PASSWORD 1 SEND
- MODIFY PASSWORD 2 - ERASE MEMORY - EVENTS
INSERT OLD PASSWORD 2 ERASE | COVNLDAD

EXIT

Figure 22 — Reading in progress

SPYLOCK
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- CONNECTING i

COMPORT : comdd vl Disconnect

- READ/PROGRAM

FROGRAM READ

SPYLOCK15 PROGRAMMER YER 7

Q00000 D

GET SYSTEM
TIME

- PASSWORD
PASSWORD L I SENI
PASSWORD 2 SEMD
- DATA
10 Product

LT [i7] i 2015 WUMEER EVEN 3 1
{DD/MMYEAR) 1 READ OK!
HOLR 17 25 F4 REVISIO!

(HHMM)

-DEBUG BOX
-~

Dato R estrapolato: 97115
Read Par:5

Drati inviati

Attende risposta; Par 5

R Skring:$5.17 . 258

Dato R¥ estrapolato: 17,25
Read Par:D

Diati inviati

Attende risposta: Par 12
R String:$0.0012#|

Dato R¥ estrapolato:0012
Read Par:Z
Diati inviati
~ Attende risposta: Par 13
Rox String:$Z.Firmware w1328

Dato R estrapolato:Firmware v1,32
— Read 0K
v

- PASSWORD MANAGEMENT
- MODIFY PASSWORD 1

IMSERT QLD PASSWORD L

- BOOTLOADER

BOOT

- MODIFY PASSWORD 2

INSERT OLD PASSWORD 2

-ERASE MEMORY ——  EVENTS

ERASE D TLOAD

EXIT

Figure 23 — Read operation completed

& SPYLOCK Management Software

~ CONNECTING -~ READ{PROGRAM
COMPORT com4s vi Disconnect PROGRAM | READ
-PASSWORD
PASSWORD 1 SENC

J 000000

?E?E]I%MIYVR) 9 ‘ a7 2015
17 i 25

GET SYSTEM
TIME

HOUR.
{HHJM)

P SEMD:
-DATA
10 Product] o I 000007

MBER EVEMTS | goz1
FW REVISION Firmware w1.32 /

SPYLOCK15 PROGRAMMER VER 7

— N. eventi memorizzati
-DEBUG I:iUXI’

Dato R¥ #strapolato: 10f7115
Read Pati5.

Dati ingriati

Attegde risposts: Par 5

Roc Ahring: $5.14.544

lato R estrapolato:14.54
Read Par:D

Daki inwviati

Attende risposta: Par 12
Rox Skring: $D. 0021 |

| Dako R estrapolato;0021
| Read PariZ
| Dati ireviati
- | Attende risposta: Par 13
| R String:$2.Firmware w1324

| Dato R% estrapolato:Firmware v1,32
—'Read 0K
-

- PASSWORD MANAGEMENT

- MODIFY PASSWORD 1

-BOOTLOADER.

BOOT

INSERT OLD PASEWORD 1 ]—_ SEND
'MODIF:]{SSWOHD 2 =I-ERASE MEMORY ——— - EVENTS
‘ NSERT /D PASSWORD 2 FRASE BOWNLO,
| Datalora
Versione FW
—|
Figure 24 — SPYLOCK parameters retrieved
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7.2.3 Date and time update with system data

Push the button “GET SYSTEM TIME” to acquire date nad time currently set inside SPYLOCK.

& sPyLOCK Management Software

CONNECTING READ/PROGRAM
COMPORT & com4d - Discannect PROGRAM READ
PASSWORD 1
PASSWORD 1 l— SERD
PASSWORD 2 SEHD
DATA
ID Product [omoon D [ooooes
DATE 10 7 2015 MUMBER E¥ENTS | ooz
(DDMMYEAR)
HOLR >
T 15 1 FW REWISION  [Frmware viaz

GET S¥STEM
TIME

~ PASSWORD MANAGEMENT

MODIFY PASSWORD 2-
INSERT OLD PASSWORD 2

-DEBUG BOX

~BOOTLOADER

-ERASE MEMORY

SPYLOCK15 PROGRAMMER VER 7

| Read Par:5
Dati ireviati
Attende rispostat Par 5
Rx String:$5, 14,544

Data R¥ estrapalsta: 14.54
Read Par:D

Dati inwiat]

Attende risposta: Par 12
R Skring: $0.0021 4|

Dabo Rx estrapolato: 0021
Read Par:2

Dati inviati

Attende risposta: Par 13

R String! $2. Firmware v1.32#f

Dato Rk estrapolato: Firmware +1.32

Read OK

Premuto pulsante Get Time

Aagiorno data e ora con quells di sistema
»

BOOT

EVENTS

DOWNLOAD
EXIT

ERASE

Figure 25 — Date anq Data/ora acquisiti da sistema

YST EM TIME” command

7.2.4 Download of the stored log

Push the “DOWNLOAD” button to download all the events stored in the SPYLOCK memory. The log is
automatically retrieved and saved as cvs file in the folder “File Events”, at the same where is the folder of the

application SW “SPYLOCK Management Software”.

BER

CONNECTING

COMPORT : comds - Disconnect

READ/PROGRAM

PROGRAM READ

-PASSWORD
PASSWORD 1 — =D
PASSWORD 2 &
DATA
1D Product ,W Program Spy-Lock15 EI
?;Jﬁawvmm [0 [ |5 \y DOWRLOAD Ok
I S

GET SYSTEM
TIME

PASSWORD MANAGEMENT
-MODIFY PASSWORD 1
INSERT CLD PASSWORD 1

P

SEND

MODIFY PASSWORD 2
INSERT OLD PASSWORD 2

SPYLOCK15 PROGRAMMER VER 7

DEBUG BOX
~ Read PariC
 Datiinwiati
Rax String:$C,0004CLOS24384209-07-15 12:08#™

Dato R¥ estrapolato:0004CLO524384209-07-15 12:08
Read Par:C

Dati inwiati

Ri String:$C,00030PENDS025309-07-15 12:064"

Dato R¥ estrapolato: 0030PENOSO25309-07-15 1208
Read PariC

Duati inwiati

Rax String:$C,0002CLOST3154709-07-15 12:04# —

Dato RX estrapolato:0002CLOS73154709-07-15 12:04
Read Par:C

Daki inviati

Rx String:$C,0001CPENS7457509-07-15 12:0441

Dato R¥ estrapolato:00010OPENS7457509-07-15 12:04.
Dovinload is finished!
~

BOOTLOADER

BOOT

EVENTS

DOWHNLOAD
ERIT

ERASE MEMORY

ERASE

Figure 26 — Events download completed
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File Home Condividi Visualizza

File Events

(E} h T <« CdEprojetech » Software » Eseguibile SW PC SpyLock13 Client V7 » File Events

A
o Prefenti

B Desktop
£ Dropbox
Risorse recenti

& Download

) Gruppo home

8 Questo PC
;?."" Arnministraziene (amm-guest)
I Desktop .

7 elementi

Neme

»

¥

F'j_a] Events Hour13_Min24_Secdd Day01_Month07_Yearl3

i%] Events_Hour13_Min28_Sec13_Day(1_Month07 Yearl3
|Z_L] Events Hourl13_Min04_Sec58 Day10_Month07_Year13
%] Events Hourl7_Min13_5ecdd Day09 Month07_Yearl3
@_ﬂ Events_Hour17_Min24_Sec23_Day09_Month07 Year13
|z_la] Events_Hourl®_Min33_5ec34_Day29 Month08_Year13
%] Events_Hour1%_Min02_Sec17_Day29_Month06_Yearl3

Figure 27 — “File Events” folder storing different

[v] Cerca in File Events

Selezionare il file di cui visualizzare I'anteprima,

Download files

“SPYLOCK Management software” automatically generates event log files downloaded from the SPYLOCK
device. At each download operation a new file is generated and labelled with date and tiem at which the

operation occurred.

1 Data: 01/07/2015
2 Ora: 13.24.44
3
4 1D Product: 123456
5 |iD: 2
&
7 [ MUMEBER EVENT TYPE MNUMEBER RAMDOM DATE HOUR
8 84 OPEN 218460 01/07/2015 11.35
9 83 CLOSE 598004 30/06/2015 18.28
10 82 OPEN 325501 30/06/2015 18.28
11 81 CLOSE 976482 30/06/2015 18.28
12 80 OPEN 141181 30/06/2015 18.28
13 79 CLOSE 125611 30/06/2015 18.28
14 78 OPEN 25670 30/06/2015 18.28
15 77 CLOSE 471589 30/06/2015 16.59
16 76 TACL 109769 30/06/2015 16.56
17 75 TAQP 50519 30/06/2015 16.55
18 74 TACL 766496 30/06/2015 16.55
19 73 OPEN 180768 30/06/2015 16.54
20 72 CLOSE 314847 30/06/2015 16.54
21 71 OPEN 544492 30/06/2015 16.54
22 70 CLOSE 776871 30/06/2015 16.54
23 69 OPEN 359630 30/06/2015 16.54
24 68 CUT 38776 30/06/2015 16.54
25 67 CLOSE 125873 30/06/2015 16.54
Figure 28 — LOG File: an example
SPYLOCK
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7.2.5 How to change Password 1

To change Security Password 1 please follow the next steps:
1
button

£ SPYLOCK Management Software

CONMECTING

COMPORT ¢ com4g - Disconneck

1 - READ{PROGRAM I

PROGRAM READ

Insert the current Security Password into the textbox “INSERT OLD PASSWORD 1" and press “SEND”

EEX

SPYLOCK15 PROGRAMMER VER 7

MODIFY PASSWORD 1
INSERT MEW PASSWORD 1

[l SEND

I

MODIFY PASSWORD 2
IMSERT QLD PASSWORD 2

—

ERASE MEMORY

PASSWORD DEBUG BOX
PASSWORD 1 g 4 Dato R estrapolato:0004CLOS24384209-07-15 12:08
e ~ ReadPariC
Dati inviati
PASSWORD 2 SEND Rix String:$C.00030PENDS025303-07-15 12:084"
| Dato R¥ estrapolato:00030PENOS025309-07-15 12:08
Read Par:C
BLEEY Dati inviati
R String:$C,0002CLOS731594709-07-15 12048 —
1D Product bl
98REe0 pooogy! Dato R¥ estrapolato:0002CLOS573154709-07-15 12:04
Read PariC
DATE 10 7 2015 MNUMEER EVENTS [ nozy Dati inviati
(DOIMMIYEAR] R String:$C.0001 OPENGFA57E03-07-15 12: 044
HOLR 15 1 FW REVISTON Fi 1.32 Dato R¥ estrapolato: 000 LOPENS7457509-07-15 12:04
(HHy i Dowrload s Frished!
WMadify PWD 1
Data to Program: 000000
St Dati inviati
TIME Ricewutg OK
PASSWORD MANAGEMENT BOOTLOADER

BOOT

- EVENTS

DOWNLOAD:
EXIT

ERASE

Figure 29 — Inserting the current Security Password
Insert the new Security Password into the textbox “INSERT NEW PASSWORD 1" and press “SEND”

2

1

button
£ SPY1.0OCK Management Software (=3
CONMECTING - READ{PROGRAM i
e ] e =] _ Dsconnect PROGRAM READ SPYLOCK15 PROGRAMMER VER 7
PASSWORD -DEBUG BOX
PASSWORD 1 '— T | Dato R estrapolato:0004CLO524354209-07-15 12:08
2 Read Par:C
Drati ireiati
PASSWORD 2 SEND Rix String:$C, D0030PENOS025302-07-15 12:084"
Data R estrapolato:D0030PENDS025309-07-15 12:06
Read Par:C
DATA- Drati ireviati
R String:$C, 0002CLOS73154709-07-15 121048 —
1D Product o
recue R P Dato RX estrapolato:0002CLOS73154709-07-15 12:04
Read Par:C
DATE WUMEER EVENTS T Dati irrviati
(DD{MM{YEAR) o b 2015 gzl R String:$C, 0001 OPENGFAS7509-07-15 12: 044
HOUR F\l REVISION Dato RX estrapolato: 0001 OPENS7457509-07-15 12:04
(HH/MI 5 4 Al Download is Finished!
Madify PWD 1
Data to Program: 000000
SELEYOEM Dati Inviati
niils Ricevuto DK
=
PASSWORD MANAGEMENT BOOTLOADER
MODIFY PASSWORD 1
BOOT
INSERT AGAIN NEWY PASSWORD 1 | | SEND |
MODIFY PASSWORD 2 ERASE MEMORY - EVENTS
INSERT OLD PASSWORD 2 1 ERASE DOWNLOAD
EEEEEERENENENEEEENEEEEEEENENNEEENERENEEN] B
Figure 30 — Inserting the new Security Password 1
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3

Confirm the new password

. [=]

CONNECTING

PASSWORD
PASSWORD 1 ,—
PASSWORD 2

DATA
1D Product ,'mm—‘ bis)
etk 10 7 2018 NUMBER E¥E
(DDJMMYEAR)
HOLR 15 1 Fia/ REVISION
(HHMMY

GET SYSTEM
TIME

PASSWORD MANAGEMENT -
MODIFY PASSWORD 1

IMSERT AGAIN NEWY PASSWORD | | etetobook

MODIFY PASSWORD 2
INSERT OLD PASSWORD 2

——

- READ/PROGRAM

COMPORT : m Disconnect PROGRAM READ

SEND
SEMD

Program Spy-Lockl15 gl

1)  Password L modfied!

SEND

3PYLOCK15 PROGRAMMER YER 7

- DEBUG BOX

-
" Dato R¥ estrapolato:00030PENDS025309-07-15 12:08
Read Par:C
Dati invviati
Rix Skring:$C.0002CL0573154709-07-15 12:04# —

Dato R estrapolabo: 0002CLOST3154709-07-15 12:04
Read Par:C

Dt irviati

Rix String:$C.00010PENI7457509-07-15 120441

Dato RX estrapolato: 000 10PEN97457509-07-15 12:04
Download is finished!
Madify PwD 1
Diata to Program: 000000
Diati irvviati
Ricenuto O
Madify PD 1
Data to Program: 000000
Dati inviati

- Ricewuto OK

~

BOOTLOADER

BOOT

- EYENTS

DOWMLOAD:

ERASE MEMORY

ERASE

ENENERENENENERENEENNN RN NN NEENENENENEE] _mar |

Figure 31 — Security Password 1 modified

7.2.6 Security Password 2 and its functionality

Security Password 2 enables accessing advanced operations, as described in section 7.2 and in particular:
* Permanently erasing SPYLOCK memory
* Enabling FW upgrade
e Change Security Password 2

The level of Security Password 2 is accessed only after inserting properly security Password 1.

£ SPYLOCK Management Software A=ES)

CONNECTING | ~ READ{PROGRAM

COMPORT:  [coma +|  Disconmect PROGRAM READ SPYLOCK15 PROGRAMMER VER 7

[ PASSWORD- DEBUG BOX
PASSWORD 1 [ o A Attande risposta; Par 5
* RocString:$5.16.484 <
PASSWORD 2 Dato RX estrapolato; 16,48
Read PariD
Dl nwviati
Attends risposta; Par 12
DAy R Stringr$D.0021|
0 Product [ — b [wwor DataRY estrapolato:0021
Read PariZ
Dati nviati
DATE I o [as NUMBER EVENTS [00z1 Attende rispostai Par 13
(DD{MMEAR) Rox Stiing 47, Firmuare v1. 324
HOLR FW REVISION |7 = Diato R estrapolato:Firmware v1.32
e 1 % Firmware v1,32 e
Check password
Diata bo Program: 000000
GET T | Dati vt
e ~ Ricsiuto OK.
v
PASSWORD MANAGEMENT BOOTLOADER

MODIFY PASSWORD 1
INSERT OLD PASSWORD 1

BOOT

EVENTS

DOWKLOAD.
EXIT

]-— SEMD

ERASE MEMORY

ERASE

MODIFY PASSWORD 2
INSERT OLD PASSWORD 2

L SEND

Figure 32 — Inserting Security Password 2
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1.2.7

Erasing memory

Push the “ERASE MEMORY” to format the device memory.
ATTENTION: all the stored events will be deleted I! !

SPYLOCK Management Software

~CONNECTING

ACOM PORT : com4d v! Disconneck

- READ{PROGRAM

PROGRAM READ:

SPYLOCK15 PROGRAMMER VER 7

INSERT OLD PASSWORD 1

I— SEND

{ MODIFY PASSWORD 1

- PASSWORD ~DEBUG BOX
PASSWORD 1 END # | Attende risposta: Par 5
. T Ry String:$E. 16 408 s
PASSWORD 2 I SEND Dato RX estrapolato: 16.48
Read PariD
Datiinviati
Attends risposta: Par 12
- DATA Rux String:4D, 0021 #|
ID Product I s} Data R¥ estrapolato:0021
e Read Par:Z
Dati inviati
DATE l 10 IDT 2015 MUMEBER. <@ Attende rispostat Par 13
{DD{MMIYEAR) \g,) Do ek eresemenon? R String:$Z. Firmware v1.32#F
HOUR, I I FW REVT Dato R¥ estrapalato:Firmware v1.32
(HHJMM) 1 b e | Read 0K
"Check password
GETTSIK’ISETEM 3 E:E;ﬁirzs“:&ogram:ﬂuuuuu
— | Ricevuto OF
>
- PASSWORD MANAGEMENT ~BOOTLOADER

BOOT

MODIFY PASSWORD 2
INSERT OLD PASSWORD 2

I—- SEND

~ERASE MEMORY

ERASE

- EVENTS

DOWRLOAD |

ERIT

Figure 33 — Erase memory: confirm operation

SPYLOCK Management Software

~CONNECTING

COM PORT : Icum‘!ﬂ -i Disconnect

|  READ/PROGRAM

PROGRAM READ |

SPYLOCK15 PROGRAMMER VER 7

PASSWORD ~DEBUG BOX
PASSWORD 1 ,— # | Attende risposta: Par 12
R String:$0.0021#|
PASSWORD 2 Eat?j':x e;trapo\ato:UUZI
ead Par:
Dati inviati
Attende risposta: Par 13
~DATA Rox String:$2 . Firmware v1,32#F

10 Praduct | 000000 g:t;j%XKestrapo\ato:Flrmware vl1.32

'Check password
DATE I 10 07 2015 Data to_Pr_ogram:UUUUUU
(DDJMM/YEAR) g?t‘ m\;laté‘K

icevuto

HOLR I 16 45 Premuto pulsante Erase
(HHIMM) Program Par n.E

Dati inviati

Attende rispostal erasing memaory

FRL RN _ | Ricevuto OK ’
TIME | Erased Memaory OK
e
~PASSWORD MANAGEMENT -BOOTLOADER

- MODIFY PASSWORD 1
INSERT OLD PASSWORD L ‘

BOOT

INSERT OLD PASSWAORD 2

- MODIFY PASSWORD 2 ‘

- ERASE MEMORY

ERASE

~ EVENTS

DOMNLOAD

EXIT

LL

Figure 34 — Erase memory performed

SPYLOCK

LEGHORN Srl — 2015 Rights reserved

SPYLOCK User Guide_ EN v1.0

Page 22 of 31

July 2015



I3

oy

L E HO'R N
e SINCE 1978\ A
U@M@EE@UN@ PREVENIIO

7.2.8 How to enable firmware upgrade

Push the “BOOT” button; SPYLOCK display turns into “blank”, the device exits the operational mode and enters

section 8 — Firmware upgrade.

Boot Loader mode to upgrade the firmware. Please refer also to

- [B]x]|

CONNECTING

COM PORT com4s - Disconnect

READ{PROGRAM

PROGRAM READ

PASSWORD
PASSWORD | — 4]
PASSWORD 2 [ ] SEND

DATA-
10 Froduct [oooom Program Spy-Lock15 [
?E?SEPIMNEAR) ’T ’T ’E‘ ‘il’) Device in Bootloader!
g, e [

GET SYSTEM
TIME

- PASSWORD MANAGEMENT
- MODIFY PASSWORD 1
INSERT OLD PASSWORD 1

——

SEND

MODIFY PASSWORD 2

SPYLOCK15 PROGRAMMER YER 7

DEBUG BOX

# | Premuto Pulsankbe Connect
~ Porta Disconngssa - tento connessione
Try to open port
Porta COM aperta correttamente
Set COM ok
Set COM Timenuts ok
'Check password
Data to Pragram: 000000
Dati inviati
Ricerubo OK
'Check password
Data to Program: 000000
Dt inviati
Riceyuto OK
Premuto pulsante Boot

Data to Program:baok
Dati inviati
Attende risposta: entry in boot
Ricevukn OF
— lentry in boot OK
»

-BOOTLOADER

BOOT

ERASE MEMORY EVENTS

INSERT OLD PASSWORD 2

——

SEMD

ERASE DOWMNLOAD

EXIT
upgrade

RN NN ENNENR RN
Figure 35 — Device in Boot Loader mode and ready to

7.2.9 How to change Password 2
To change Security Password 2 please follow the next steps:

1 Insert the current Security Password into the textbox “INSERT OLD PASSWORD 2” and press
“SEND” button

i SPYLOCK Management Software

EEX

CONNECTING READ/PROGRAM
T o =] oscomest PROGRAM READ SPYLOCK15 PROGRAMMER VER 7
-PASSWORD DEBUG BOX
PASSWORD 1 Ji A Ricewuto OK
- ~ Modify PWD 2
Data to Program: 000000
PASSWORD 2 SEND Dat inviati
Ricevuto OK
L Premuto Pulsante Connect
DATA Parta connessa -> tento disconnessione
Premute Pulsante Connect
Porta Disconnessa - tento connessione
10 Product ,—‘ s} [— Try to open port
L oo Porta COM aperta correttamente
Set COM ok
DATE AUMBER EVENTS St COM Timeouts ok
O et 0 o7 2015 onz1 el
Data to Program: 000000
HOLR FW REVISION z Dati inviati
e 16 ag Firmware v1.32 Eae
Check password
Data to Program: 000000
GETSTOTER] Dati inviati
(e Riceviito OK
-
PASSWORD MANAGEMENT BOOTLOADER

MODIFY PASSWORD 1
INSERT OLD PASSWORD 1

BOOT

EVENTS

DOWNLOAD

EXIT
2

] SEND

SEND

ERASE MEMORY

ERASE

MODIFY PASSWORD 2
INSERT CLD PASSWORD 2

|

Figure 36 — Inserting the current Security Password
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2 Insert the new Security Password into the textbox “INSERT NEW PASSWORD 2" and press

“SEND” button

£ sPYLOCK Management Software

CONNECTING

GET SYSTEM
TIME

PASSWORD MANAGEMENT
MODIFY PASEWORD 1

IMSERT OLD PASSWORD 1

MODIFY PASSWORD 2

COM PORT ¢ com4d ¥ Disconnect

PASSWORD
PASSWORD 1
PASSWORD 2
DATA
1D Product: 000000
DATE 10 07 2015
(DDJMMYEAR)
HOUR
b 16 48

——

READ{PROGRAM

PROGRAM READ

e

SEND
o 000007

MUMBER. EVENTS | noz1
FWREVISION | Firmare v1,32

SEMD

INSERT MEW PASSWIORD 2 I Ak

SEMD

SPYLOCK15 PROGRAMMER VER 7

-DEBUG BOX

A Ricewuko OK
Modffy PWD 2
Data to Program:i000000
Dati irviati
Ricewuto OK
Pramuto Pulsante Conmect
Parta connessa - tento discannessione
Premuto Pulsante Connect
Porta Disconnessa - tento connessione
Try ko open port
Porta COM aperta correttamente
Set COM ok
Set COM Timeouts ok
'Check password
Data to Program: 000000
Daki imviati
Riceyuto OK
'Check password
Data ta Program:000000
Dati imviati
— ! Ricevuto OK

- BOOTLOADER

BOOT

EVENTS

DOWNLOAD
EXIT

-ERASE MEMORY

ERASE

Figure 37 — Inserting the new Security Password 2

3 Confirm the new password

SPYLOCK Management Software

CONNECTING

-PASSWORD
PASSWORD L

PASSWORD 2

DATA

1D Product

000000
?DADTJ%MMAR) 10 07 2015
16 45

GET SYSTEM
TIME

PASSWORD MANAGEMENT
MODIFY PASSWORD 1

INSERT OLD PASSWORD 1

HOUR.
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Figure 38 — Confirming the new Security Password 2
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Figure 39 — Security Password 2 modified

8. FW Upgrade

ATTENTION

—in case of firmware upgrade operation i

* The FW upgrade must be necessarily performed by qua
» The FW upgrade will erase any data previously confi
save your settings and data before proceeding withr

device (please refer to Section 9—

From “SPYLOCK Management Software” application software user interface push the “BOOT” button.

Upon the occurrence of errors during the procedure,
Hard Reset).

tis important to remember that:
lified personnel;

gured on the device, so you will need to
the reconfiguration of the device;

you must perform a hard reset of the
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Figure 40 — Device in Boot Loader mode and ready fo

r FW upgrade
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When the device completes its entering into the Boot Loader mode the display automatically switches off.

Firmware upgrade steps:

1.
2.
3.

Close the application “SPYLOCK Management software”;
Start the application “Bootloader_Host” (Figure 41);

Select the item “USB Human Interface device” in the program window (Figure 42); it is not
necessary to install any driver to carry out this operation.

Select from the menu File —> Open the location where the firmware file to be uploaded on the
device was saved (Figure 43);

Click the “PROGRAM?” button and wait to the completion of the uploading process (Figure 46).

B Bootloader Host

File  Actions  Help

File: |E:\Documents and 5ettingshutentehD eskiop | D

Ports: Filbers... Part Configuration w | Port Information

Log:

Ready [ ]

Figure 41 — Bootloader host
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Bootloader Host

File  Actions Help

File: |E:\Documents and SettingzutentetDesktop

Parks: Filters. .. Part Configuration

Pt Information
Mo configuration necessary for this VID: 04B4

port. FID: BF1D

%" USE Human Interf:

Log:

03:47:01 PM - Selected device: IUSE Human Interface Device [0484_B710]

Ready [

)

Figure 42 — USB Human Interface Device class to be

selected

Diocumenti
recenti

E

Dezkbop

&

Docurmenti

<

Rizorze del
cornputer

L

Nome file: S pulack15 127 v/

Apri ]
Rizorse direte | Tipo file:

vH Anrlla ]

| Bootioader Files

Figure 43 — Selection of FW upgrade file
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E Bootloader Host

File  Actions  Help

File: [wiN2alEo8 M bechCd Eprojetech v1.3_ intemo EPRONCH E projetechFimware\Spylock 15 v1.27.cyacd |[]
Ports:

Filters... Fart Configuration E Faort Information
? Mo configuration necessary for this WVID: D484
|| port PID: BY1D

Log:

053744 PM - Selected device: USE Human Interface Device [04B4_B710]
05:37:44 PM - Selected device: USE Human Interface Device [04B4_B710)

: Ready [

Figure 44 — FW flashing operation activated

Bootloader Host

File  Actions Help

| @

File: |

Ports: Port Configuration Fart Infarmation
= i i i WID: D4B4

= B (e liEiees Bones, Eoortn.::onflguratlon neceszary for this B

Log:

05:37:44 PM - Selected device: USE Human Interface Device [04B4_B71D)
05:37:44 PM - Selected device: USE Human Interface Device (04E4_B71D)
05:40:09 Pk - Programming Started

Programming. .. [................... ]

Figure 45 — Firmware upgrade started
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B Bootloader Host

File  Actions  Help

W 3RSy

File: |\\N231 heprojetechCd Eprojetech +1.3_ interno EPROAC E projetechhFirmmarehSpulock 15 +1.27 cpacd | D
Ports: Filters... Port Configuration Part Infarmation
Log:

05:37:44 PM - Selected device: USE Human Interface Device [04B4_B71D)
05:37:44 PM - Selected device: USE Human Interface Device [04B4_B71D)
05:40:09 Pk - Programming Started

05:40:17 PM - Programming Finizhed Successfully

Programming completed in 8048ms.

Ready I NANNANNRNNRNARNNRNARANRANAEN ]

Figure 46 — Firmware upgrade completed

NOTE: the Upgrade Firmware procedure does not require the installation of any driver: Windows OS
automatically detects the SPYLOCK device.
The display automatically switches on again at the completion of the firmware upgrade process.

9. Hard Reset

When a harware resti s requierd the following procedure has to be followed:
* Openthe SPYLOCK cable;
» Keep the navigation button pressed for 15 sec.;

» At the button release the display will show “Spylock 15 Firmware X.XX” to confirm that the reset operation
has compelted successfully;

 SPYLOCK automatically goes back into its operational mode.

NOTA: Hard Reset of the device does not cause data loss.

10. SPYLOCK battery recharge

SPYLOCK is supplied by a USB rechargeable battery.
At its very first use a 8-hours battery charge is recommended. To recharge SPYLOCK battery:

e Open the SPYLOCK cable;
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Remove USB port plastic protection;

Connect the USB cable to the SPYLOCK on one end and to the main at the other end, via the universal
power adapter supplied with the device;

The display shows for 6 sec. “Charging” and then it automatically switches off.

Figure 47 — USB Connector

Figure 48 — USB cable connection

Figure 49 — Charging operation evidence
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11. Warranty and liability conditions

LEGHORN srl ensures that the SPYLOCK product is free from defects in materials and workmanship and
also ensures that the product is fully compliant with the declared specifications.

However, in case of claimed product defects or non-compliances LEGHORN srl guarantees a warranty
period of twelve (12) months in accordance with the regulation of the manufacturing country. The period of
warranty starts from the date of purchase. During the warranty period it will be up to LEGHORN srl to decide
whether to repair or replace the returned product. The above warranty does not cover defects from improper
or inadequate maintenance, repairs or calibrations performed by the customer or by a third party not
authorized by the manufacturer; hardware, software, interfaces or materials supplied by the customer or by
third parties; use or operation outside the product's specifications; damage, negligence in use, accidents,
loss or damage during travel.

THE ABOVE WARRANTIES ARE EXCLUSIVE AND EXCLUDE ALL OTHER WARRANTIES, WRITTEN
OR ORAL, EXPRESS OR IMPLIED.

This device complies with the safety requirements required by law. Anyhow the equipment and the related
documentation should be carefully examined to familiarize yourself with the safety instructions before
starting with the operating procedures. To ensure a proper and safe use, the user of this apparatus will have
to follow all the information and warnings contained in this document.

During the recharging operation this device must be connected to an electrical system which respects the
national legislation force.
The information in this document is subject to updates without notice.

LEGHOR srl is not liable on any improper use of the product that breaches the rules of law, civil, criminal
and labour code.

In the event that the device is not functioning or gives evidence of functional anomalies, please contact your
local distributor or the manufacturer.
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